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0. UVOD

Metode za vrednotenje tveganja In anallzo
nevarnostl postajajo v svetu zelo moéno orodje za
nadzorovanje varnostl v procesnl Industrijl (ke-
mijska, petrokemijska, naftna in sorodna industri-
ja), ki uporablja skodljive In nevarne snovi. Meto-
doloska zamisel varnostnih studij v procesni Indu-
strijl je zelo podobna varnostnim Studijam v je-
drski tehniki, kjer se uporabljajo #e 15 let. (Prva
Znana verjetnostna varnostna 3tudija je »Reactor
Safety Study« 1z leta 1973). Kljub podobnostim ob-
stajajo razlike, ki v glavnem izhajajo 1z tega, da je
proces v jedrskl elektrarnl en sam, medtem ko v
procesnl Industriji te¢e ved neodvisnih procesov,
pri katerih osnovne snovi doZivljajo fizikalne in
kemiéne spremembe. Razlike nastajajo tudl zaradi
razli¢nih namenov in ciljev varnostnih studij. Me-
tode se prenaSajo s podroéja Jedrske tehnike In pri-
lagajajo posebnostim procesne industrije.

Ocenjevanje tveganja je obsefna naloga. lzva-
jamo jo po dolotenem postopku. ki ga razdelimo na
ved faz. Mamen tega ¢lanka je predstavitl 1. fazo
verjetnostne varnostne anallze v procesnl Indu-
striji — razpoznavanje nevarnostl in dolofanje Iz-
hodi&d za logitne modeliranje. Metodoloike reditve
Izhajajo deloma iz tujih izkusenj, deloma Iz nasih,
ki smo jih pridobili pri verjetnostnih varnostnih
Etudijah za jedrsko elektrarno Kréko in posebej pri
varnostnl Etudijl sinteze smol v Colorju 1z Medved.
V &lanku bomo definirall zamisel verjetostnih var-
nostnih &tudij, razsvetlili njihovo uporabnost In
pojasnili varnostne kriterije, ki temeljijo na tej
zamilsll. V nadaljevanju se bomo zadrzall pri meto-
dl razpoznavanja nevarnostl in priprave izhodi&énih
tock za logitno modeliranje procesnega obrata. Me-
todolodk! prijem bomo pojasnill s primerom.

1. METODOLOSKA ZAMISEL VERJETNOSTNE
VARNOSTNE STUDNE

Vpliv industrije na okolje In ljudi je pomem-
ben prl lzhiri tehnologije v dolofenem primeru.
MNajbol] uveljavljena zvrst za oceno tega vpliva v
avetu je tveganje. V zgodnjih &asih Je bilo tveganje
tustvena opredelitev, ki je nastajala 2 oceno tre-
nutnega stanja iz izkuenj. Brez matematiénega
zaplsa lahko tveganje opredelimo kot razmerje med
nevarnostjo all mogoto nevarnostjo In zaStlto.

0. INTRODUCTION

Methods for risk evaluation and hazard ana-
lysis are becoming a very powerful tool for risk
management in the process industry (chemical,
petrochemical, oll and others), which uses dan-
gerous and polsonous chemlcals. The methodolo-
gical concept of safety studies In the process In-
dustry is similar to probabilistic safety studies for
nuclear power plants, where these studles have
been intensively used for 15 years (the first
known probabilistic safety study was »Reactor
Safety Study« In 1975). In spite of the similarity
there are differences which are caused by the fact
that In nuclear power plants there s only one
process while Iin the process Industry there are
several independent processes In which the basic
substances suffer physical and chemical changes.
Differences arise also because of different purpo-
ses and goals of safety studies. Methods are
transferred from the nuclear fleld and are being
adapted to the specific needs of the process
industry.

Risk assessment iz a huge task. It is per-
formed aceording to a defined procedure, which Is
divided into several phases. The goal of this ar-
ticle is to show the first phase of safety analysis
in the process industry - hazard identification and
definition of starting points for logical modeling.
Methodological solutions are based partly on ex-
perlences abroad and partly on our own, gained
during probabilistic safety analyses for the Kriko
power plant and specially during a safety study for
resin synthesis of Color Medvode. In this article
definition of the concept of probabilistic safety
analyses will be given and its applicability and
safety criteria, based on this concept, will be
explained. Attention will be concentrated on ha-
zard identification methods and start polnt defini-
tion for logical modeling of process line. The me-
thoedological approach will be explained through an
example.

1. METHODOLOGICAL CONCEPT OF
PROBABILISTIC SAFETY STUDY

The impact of industry on the environment
and people is important for the selection of techno-
logy in certain surroundings. The most commonly
used term for estlmating thls Impact Is risk. In
the past risk was an emotional category formed
by judgement of the situation based on experience.
Without the use of mathematical formulation we
can define risk as the relatlon between hazard and
protectlon. We are able to protect ourselves
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Pred se tako veliko nevarnost jo se lahko zavaruje-
mo tako, da tveganje zmanjsamo. Z razvojem ver-
jetnostnih analiz tveganja se je izoblikoval Izratun
tveganja, In sicer kot seitevek verjetnostl pojava
nezgode In njenih posledic, ozlroma:

Re(x, y) = :;,"Fa %

kjer pomenijo: Re(x, y) — tveganje na lokaciji
(x. ¥), Fa— ocenjeno pritakovano pogostost nezgo-
de (a), ple/a) — pogojno verjetnost, da bo nezgoda
(a) povzrotila fizitne uéinke (e) na lokacljl (x, ¥),
plc/e) pogojno verjetnost, da bodo fiziénl uélinki
(e) povzrotili ljudem dolotene posledice (c).

Postopek ocenjevanja tveganja na splogno raz-
delimo v naslednje faze:

— razpoznavanje nevarnostl (kaj je morda
narobe);

— ocena pogostostl (verjetnost pojava nezgode,
verjetnost nezgodnega scenarljal,

— izrafun In ocena posledic (poZkodbe |judi,
okolja, dobrin),

— ocena tveganja.

Razpoznavanje nevarnostl v procesnl industri-
Jl pomenl sistemati®no opredelitev nevarnih do-
godkov s poudarkom vzroka dogodka (odpoved, na-
paka) In neposredne posledice.

Metade, & katerimi analiziramo nevarnost,
lahko razvrstimo v tri kategorije:

a) Primerjalne metode, kakor so kontrolni
spiskl procesov/sistemov, varnostni pregledi, pri-
pravijalne anallze nevarnostl Itd.

b) Temeline metode, kakrine so anallza obra-
tovalne nevarnosti, analiza kaj-&e, analiza natinov
in posledic odpovedi.

c) Logitno-disgramske metode, kakor so ana-
liza z drevesi okvar, analiza z drevesl dogodkav,
anallza zanesljivost] ¢loveka Itn.

Izbira metode je odviena od namena In ravni
nadrobnosti Studije.

2. UPORABA VARNOSTNIH STUDIJ

Studije za oceno tveganja kot orodja za nadzo-
rovanje varnostl v procesni industrijl naglo na-
rastajo, zlastl po razglasitvi t.im. smernic Post-
Seveso (18982) In po nesretah, ki so se zgodile v
zadnjem desetletju (Bhopal). ObsgeZnost tudij v
drzavah Evropske skupnosti (EC) je razlitna, saj
Zajema vse od posebnega nadzora 178 kemiénih
snovi all kemiénih skupin do ocene ogroZenostl ce-
lotnih reglj In dolofanja krivulj z enake velikim
tveranjem.

Sedanje studije tveganja so uporabne v pro-
cesni Industriji., usmerjene pa so v glavnem v var-
nostne ocene projektov In v varnostne ocene obra-
tovanja. Uporabnikl navajajo, da so jim v veliko

against a hazard in such a8 manner that the risk
is low. With the development of Probabilistic Risk
Analysis, calculation of risk was formalized In
the form of a product between probability for
an accident and Its consequences, or:

ple/a) = plc/e) m

Where: Re(x, ¥) — risk on location (x. y), Fa —
estimated expected frequency of accldent (a),
{e/a) — conditional probability that the accident
?a:l will cause physical effects (e) on location
x, ¥), plc/e) — conditional probability that phy-
slcal effects (e} will cause certaln consequences
(c) to the people.

The methodology of risk estimation Iz a huge
and complicated task carried out for assessing and
reducing risk from potentially dangerous techno-
logies. The procedure for risk assessment can be
generally divided into following phases:

— hazard identification {What can go wrong?)

— frequency estimation (accident probability,
accldent sequence probability)

= estimation and calculation of consequences
(Injuries to people, environmental impacts, damage
of goods)

— risk assessment

Hazard identification in the process Industry
represents the systematical identification of
dangerous events wlth emphasis on event cause
(fallure, mistake) and direct consequence.

Methods used for hazard analysis can be put
in three catepories:

al Comparative methods, such as check-lists
of processes/systems, Safety Audits, Preliminary
Safety Analyses, etc.

b) Fundamental methods, such as HAZOP -
Hazard and Operability Study, What if analysis,
FMEA - Failure Mode and Effect Analysis,

¢l Lagic—dlagram methods, such as Fault Tree
Analysis, Event Tree Analysis, Human Factor
Analysis etc.

Method selection depends on the purpose and
resolution of the study.

2. USE OF SAFETY STUDIES

Risk assessment as a tool for risk manage-
ment In process Industry Is becoming quite popu-
lar, especially following the so called Post—Seveso
Directive (1952) and catastrophes in the last decade
(Bhopal). The extent of the studies in EC countries
differs from special control over 178 chemicals or
chemical groups to risk assessment of whole areas
and determining the Isorisk curves.

Present risk assessment in the process in-
dustry Is mainly oriented towards safety evalua-
tlon of projects and safety evaluation of operations.
They are of great help to the users for efficient
investigation into safetv or during selection bet-
ween different alternatives. This approach to the
risk management and environmental protection
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pomod za utinkovite vlaganje v varnost oziroma
pri iskanju ustrezne resitve med razli¢nimi moz-
nostmi. Taeksno stalidte o nadzorovanju varnostl
in odnosu do okolja dopusta upravnim organom in
tudl javnostl, da Ima vetje zaupanje v ocenjeno
varnost, ker so vsi varnostnl kazalci pojasnjeni.

3. SPREJEMLIIVOST TVEGANJA IN KRITERJEV

Vprazanji. koliksna stopnja tveganja je spre-
Jemljiva in kdo dolofa sprejemljivost, 3¢ vedno ni-
sta refeni. Razprava je tesno povezana z Zaznava-
njem tveganja, ki se kae v razliénl pripravljenosti
za tveganje 1z razll&nih virov In za sprejem razlié-
nih vrst tvegan] med razlli®niml skuplnaml posa-
meznikov.,

Ljudje so v 2Zivljenju izpostavljeni tveganju
zaradl razliénih vzrokov. Nekaterim tveganjem se
lahko Izognejo, druge pa trpljo zaradi koristi, ki se
jim obltajno nofejo odreél (sodelovanje v prometu
itn.). Skupno all celotno tveganje posameznika ali
skupine je definirano kot vsota vseh tvegan), ka-
terim so lzpostavljeni.

Oznova ocenjevanja in nadzorovanja je dom-
neva, da je neko stopnjo tveganja mogode dopustiti.
Brez tega so odlofanje In oblikovanje strateglje
nadzorovanja tveganja, ocenjevanje uspesnostl nad-
zorovanja tveganja Itn. brez pomena.

Merila za sprejemljivost all odlofanje v takih
primerih so: velikost tveganja in doseZeno zmanj-
%anje, cena zmanjfevanja tveganja, kar zadeva
druzbo, gospodarstve in okolje ter uéinkovitost
nadzornih meril. Meja med sprejemljivostjo In ne-
sprejemljivostjo tveganja ni enopomenska, ampak
Jje predvideno vmesno podrotje, kjer priporofajo
posege za zmanjSevanje tveganja. Foleg meril na
ravni tveganja se hkrati postavijajo tudi merila
all zahteve na nizjih ravneh, npr.: verjetnost pre-
viadujo¢ih nezgodnih scenarijev ali zanesljivost jz-
vajanja nekaterih funkcij, bistvenih za varnost.

Ker zamisel tveganja prinese povezavo med
t.im. varnostniml kazalcl (odpovedi, nezanesljiva
oprema, napake v postopkih, napaden odziv opera-
terja, u¢inkovltost In ustreznost vzdrZevanja itn.)
In tveganjam ozlroma varnostnimi kriteriji, Imamo
moZnost ocenjevanja obratovalnlh IzkuZenj In ne-
normalnih dogodkov z vidika kriterijev, ki jih je
postavila druZba. Prav tako se lahko ugotovl tefnja
k spremembam varnosti oziroma obratovalnega
tveganja.

4. STUDIJA HAZOP

Razpoznavanje nevarnosti je zelo pomembna
faza celotne &tudije tvepanja, ker se lahko v na-
slednjih fazah obravnavajo samo ugotovlijene ne-
varnostl ter ulinkovitost za&tite protl njim. To
lahko izvedemo z razliénimi metodami, od katerih
smo izbrali HAZOP.

allows the authority and the public great confidence
in the estimated risk. because all safety indica-
tors are explicit.

3. ACCEPTABLE RISK AND CRITERIA

The question of which risk level Is acceptable
and who Is defining acceptability is still un-
answered. Discussion is inherently connected with
risk perception which Is manifested through
different preparation for tolerating risk from
different sources and different preparation for
different risk acceptance among different groups
of Individuals.

During their lifetime people are exposed to
risks from different sources. They can avoid some
of rizks and tolerate others because of the bene-
fits which they do not want to lose (car driving,
traveling by plane ete.). The total risk of an Indi-
vidual or of the group Is defined as the sum of all
risks to which they are exposed.

The basis for risk assessment and risk ma-
nagement comes from the concept that certain
risk levels can be tolerated. Without such a con-
cept, categorles like decislon making and formula-
tion of risk management strategies, evaluating
success of risk manapement etc. are without any
sense.

Acceptance and decision criterla which are
set In these cases are: the level and achleved re-
duction of risk. the price of risk reduction ex-
pressed In soclal, economic and environmental
terms and the effectiveness of management mea-
sures. What Is acceptable or not is not separated
by a uniform curve but there is a reglon In which
the rigk level should be reduced. Beside the eri-
teria on the risk level at the same time, limits
are put on the dominant sequence probability or
on the reliability of certain essential safety
functions.

The risk concept brings the connection bet-
ween so called zafety indicators (failures, unreli-
able equipment, errors within procedures, opera-
tor's wrong response effectiveness and the appro-
priateness of malntenance etc.) and risk or safety
criteria, so we have the opportunity to evaluate
operating experlence and abnormal events from
the point of the criteria set by the society. The
trend of safety changes or operational risk can
also be estimated.

4, HAZOP STUDY

Hazard Identificatlon represents a very Im-
portant phase of complete risk assessment, as only
identified hazards and protection against them can
be analvzed later on. This can be carried out
through different methods out of which we have
chosen HAZOP (Hazard and Operability Study).
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4.1 Ka} Je HAZOP?

HAZOP je okrajiava, vpel jana za angleski zapis
Hazard and Operability Study, kar lahko prevede-
mo kot raziskavo, preuditev nevarnosti in razpo-
znavanje problemov, ki spremijajo obratovanfe. Pri
tem preuéimo vse mogocée nacine, ki lahko pripe-
ljejo do mevarnih stanj, do problemov obratovanja
in ugotavljamo natine in ukrepe, kako bi z2manjsali
verjetnost za pojav takih neugodnih nezelenih stanj
ozlroma dopodkov. Dela se lotimo sistematiéno.
Prl analizl mogotih odmikov od pricakovanega sta-
nja uporabljamo znatilne vodilne besede: ni, ved,
manj, dellnol Itn.

4.2 Cil] 1zdelave HAZOP

Métodologi jo HAZOP uporabljamo, kadar Zell-
mo poiskati varnostne in operativne probleme ob
definiranih nenormalnih odmikih parametroy pro-
cesa. Tehnika HAZOP omogoda in spodbuja nado
domiljljo, da svebodno polifemo vse mogote naél-
ne in potl, po katerih se lahko pojavijo nevarnostl
ali operativni problemi. 5 tem zmanj8amo moZnost,
da kaj pomembnega Izpustimo. S posebej priprav-
ljenimi preglednicami slstematiéno zajamemo vsa
MOoEota Neujemania v procesu,

Ce so strodkl za odstranitev problemov ozi-
roma obvladovanje prevellkl In ne moremo najtl
cenejilh resitev, potem lahko sklenemo, seveda
ge Zellmo In &e tveganle nl prevellko, da bomo s
probleml Zivell. Tudl take ravnanje je lahko upra-
viteno. Vsekakor pa moramo probleme razpoznatl,
tetudi nam povzrotajo dodatno delo, neviecnosti
In stroke, da se lahko pripravimo nanje.

4.3 Postopek lzdelave HAZOP

HAZOP lzdela povezana skupina ljudl, recemo
jim lahko kar ekipa. Prl novem projektu obléajno
sodelujejo:

— projektant (navadno strojni inZenir),

— tehnolog (navadno InZenir kemijel,

— voidja bodotega obrata (navadno inz. kemijel,

— projektant instrumentacije (inZenir ustrez-

ne strokel,

= nexdvisnl moderator (lzkusen pri uporab)

tehnike HAZOP).

Moderatorjeva naloga je, da se ekipa drZl po-
stopkov, ki so priporoceni za izdelave HAZOP.
Primerno je, da podrobnostim posveca kar najvecjo
POZOrnost.

Posamezni ¢lani ekipe imajo isti cilj: varno,
za obratovanje zmoZno postrojenje.

Ce gre za HAZOP Ze znanega postrojenja,

g:ésodemjﬂn‘.‘a skupina sestavljena nekolikoe dru-
2.

4.1 What 1s a HAZOP?

Hazop 1= an abbreviatlon introduced for
Hazard and Operability Study. In this study we
assess all of the possible ways leading to danger-
ous slituations, to operational problems and find-
Ing measures to reduce probability for undesired
states and evenis occurrence. Approach or proce-
dure iz systematic. During analysis of possible
deviations we use certain guide words such as:
none, more of, less of, part of, more than, other
than etc.

4.2 Why carry out a HAZOP?

We use HAZOP methodology when we want
to identify safety and operational problems because
of abnormal process parameter deviations. This
technique enables us to stimulate cur Iimagination
In order to find out, without limitations, brain-
stormingly all possible ways and paths through
which hazard and operational problems can occur.
Thus we minimize the possibility of omisslon of
anything Important. With a speclally designed ta-
ble format we, in our analysis, assess all possible
process deviations In a systematlc way,

If the expenses for solving the problems or
thelr mitigation are too high and we cannot find
cheaper solutlons, we can declde, If we want to,
and if the risk is not too high, to live with them.
This kind of attitude Is possible. Nevertheless the
problems should be ldentified, even though they
give us extra work to do, annoyances and expen-
ses. There Is no exuse for not recognizing them.
If we do not make an effort to ldentily them, we
cannot prepare ourselves for them with special
administrative measures nor with speclal emer-
gency procedures,

4.3 HAZOP Procedure

HAZOP was made by a speclally selected group
of people. We can call them - the team. When a new
project 15 being analyzed, the team consists of:

= project or design engineer (usually mecha-
nical engineer),

— process engineer (usually cemical engineer),

— commissioning manager {(usually chemical
engineer),

— Instrument design engineer (engineer of
appropriate field),

— Independent chalrman (expert in the HAZOP
technique).

The chalrman’s job is to ensure that the
team follows procedure. The members of the

team have the same objective: sale and operable
plant.
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=pokanje spirale dodolca olja 1ermodokoy v iopl. | lahio
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= ramatitew covi in v hiladilng vodo; Lzpramitey
filtrow rasstavitey process; | sistema
=gErvitey ] izlotanie Larke (2. faza
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Sl. 1. Primer uporabe HAZOF preglednic v varnostni Studiji sinteze smol.
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Fig. 1. The example of HAZOF form use in resin synthesis hazard analysis.
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Fig. 2. Cause — consequence matrix example.
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Sodelovall bodo:
= vodja postrojenja odgovoren je za obratovanje
postrojenja:

wve, kaj se dejansko dogaja v
praksi in ne le. kaj se lahko
zgodi:

odgovarja za mehansko vzdr-
Zevanje: pozna Stevilne napa-
ke, do katerih prihaja:
odgovoren je za vzdrisvanje
instrumentacije. vkljufno =
preizkuganjem alarmov in 2a
nastavilve varnostnih siste-
maov:

odgovoren je za raziskavo
tehniénih problemov in za
prencs  laboratorijskih  re-
zultatov v praizvodnjo.

- vodja projzvodnje

= tehnolog postrojenja

= wvodja instrumentaci je

= vodja raziskave

Za lzvajanje anallze HAZOP se torej zahteva
multidisciplinarno znanje, kar dosezemo s skupin-
skim delom strokevnjakov. V skuplinl so poleg mo-
deratorja, dobrega poznavalca HAZOP, Ze specia-
listl s podroélj, ki so pomembna za obravnavani
projekt.

Moderator organizira delovne sestanke In za-
stavlja vpraianja v zvezi z raznimi odstopanjl od
pritakovanlh vrednost! parametrov procesa.

Osnovno vodilo moderatorjevih vprasanj so
t.lm. vodilne besede: ni, preved, premalo, ved ko,
delno Itn. v povezavl s parametri procesa kot so
tlak, temperatura, koncentracija, vzdr2evanje itn.

4. 4 Dokumentiranje 8tudlje —
pregledniénl prikaz &tudije HAZOP

Zaradl sistematiénostl In preglednost] Izvaja-
mo Studijo HAZOP v praksi tako da izpolnjujemo
pripravl jene preglednice HAZOP (sl. 1), po Infor-
macijah, podanih na sestankihin po tehniéni in-
tehnolozkl dokumentaciji. Preglednice HAZOP so
moderatorju pri vodenju delovnih sestankov v ve-
liko pomot.

5 POVEZOVANIE ANALIZE HAZOP Z
LOGICNIM MODELIRANJEM SISTEMA

Potem ko smo z analizo HAZOP razpoznall
nevarnosti, ki najbolj ogrozajo okolje in ljudi, ali
je zaradi njih mogota gospodarska izguba, nadal ju-
Jemo &tudljo In logléno povezemo zbrane informa-
clje In spoznanja.

Naslednja faza prl lzvajanju verjetnostnlh
varnostnih anallz je modeliranje obrata z metoda-
mi logienih povezav vzrokov, zascitnih ukrepov In
posledic. Da bolj jasno podamo matri¢ne povezave,
ki se e vedno nanasajo na realnl sistem, uporabl-
mo obliko matrike, prikazane na slikl 2.

If an existing plant is being analyzed, the
team will consist of different experts. The mem-
bers of the team will be:

= plant manager
= process foreman

responsible for operation

he knows what actually
happens rather than what is
supposed to happen
responzible for mechanical
maintenance, he knows many
of the faults that occur
responsible for instrument
maintenance including testing
of alarms and trips

= plant engineer

= instrument manager

- process investigation
manager responzible for investigating

= technical problems for
transfering laboratory results

to plant scale operations

For HAZOP analysis a multidiscipline know-
ledge Is needed; achieved through team effort
of the experts. In the team, beside the independent
chairman - expert in HAZOP, are also experts for
the process.

The chairman organizes work meetings,
asking questions related to different process pa-
rameter deviations.

The leading role of the chalrman’ s questions
have the so called guide words: none. more of,
lesz of, part of, more than, other than etc. In
connection with process parameters such as
pressure, temperature, concentration, malntenan-
ce etc.

4. 4 Documenting of the study

For systematic reasons we perform HAZOP
by filling in the gathered information In the pre-
designed forms (Fig. 1). Information i1 gathered
at team meetings and from process documentation
provided by the team members. Hazop forms are
of great help to the chalrman.

5. HAZOFP AND SYSTEM LOGIC
MODELING LINKING

After identification of hazard, with the help
of HAZOP analysis, which potentlally threatens
the people and environment or its occurence can
cause economic loss, we continue the study and
logically connect all collected informations and
findings.

The next phase in performing a probabilistic
safety analysiz Is plant modeling by methods of
logical connections of causes, protection features
and consequences. In order to show the matrix
connections refering to a real system more clearly,
the shape of the matrix shown in figure 2 Is used.
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Po taki strnjenl predstavitvi nezgodnega za-
poredja dogodkov kaza dolotimo izhodiséne para-
metre za logicno modeliranje obrata. VvV stvarnem
sistemu so nezgodni prikazl definirani & treml
parametri: odstopanje sistema-komponente, od-
stopanja procesne spremenljlvke In uéinkli teh od-
stopanj. Z drugiml besedaml, komponenta odpove
na dolofen naéln In prl tem povzroél spremembo
procesne spremenl jivke v dolofenem delu sistema.
V logitnem modelu sistema so scenariji definirani
z naslednjimi treml parametrl: zacetnl dogodkl,
glavnl dogoedkl In nezelenl dogodki. Pri HAZOP se
ukvarjamo s stvarnlm sistemom In  skuiamo
odkritl za dana odstopanja procesnih spremenljivk
vzroke (odstopanja slstema-komponente) In po-
gledice odstopanj (u¢inke odstopanj). Za izdelavo
logitnega modela obrata se je treba omejiti na
obvladljivo stevile izhodi3¢nih parametrov modela
slstemov (zafetnl dogodkl, glavnl dogodkl In ne-
Zeleni dogodkl).

Zafetnl dogodki so tistl dogodki, ki lzzovejo
spreminjanje fizikalnih Iin kemiénlh parametrov v
sistemu. Dsnovni seznam zatetnih dogodkov lahko
oblikujemo po seznamu vzrokov iz preglednic
HAZOF.

(slavni dogodki so odpovedl varovalnih za&éit-
nih ukrepov. Sem Stejemo varnostne funkeije teh-
nologkega slstema In sistemaov za voden)e procesa,
se zlastl projektirane varnostne sisteme In posege
operaterjev v sill. Zatetnl seznam glavnih dogodkov
lahke oblikujemeo po seznamu zaicltnih dejanj v
preglednicl HAZOP.

Nezeleni dogodek je lzid nezgodnega prikaza,
ki ga oznatimo kot neuspeh. Glede na zatetni
dogodek in delovanje zasclite, so neZelenl dogodki
lahko sila razliénl. Take razlléne scenarije Ime-
nujemo sekvence, ki so definirane z omenjenimi
treml Izhodl3éniml totkam! logl®nega modela.
Spisek nezelenth dogodkov delimo v dve skupini:
na tisto £ negativiolm vpllvom na okolje in ljudi
ter Skodo na objektu, opreml In v prolzvodnji.
Zatetnl seznam neZelenih dogodkov lahko obliku-
Jemo po seznamu posledic v preglednici HAZOP.

Iz izhodidtnih parametrov lzdelamo logicne
modele, npr. drevesa dogodkov in drevesa okvar,
ki jih kasneje ovrednotimo in podamo za Ze izdela-
nl all natrtovani stvarnl slstem.

Fotem ko razpoznamo nevarnostl in lzdelamo
logienl model obrata, je mogote ekonomsko udin-
kovito odlotanje o zmanjsanju tveganja. Ce upo-
Stevamo strodke posegov za zmanjSanje tveganja,
se utegne Izkazati, da tveganje lahko zmanjiamo
& kak&nim wvedjim (drazjim) posegom. lahke pa
tudi z vet manjsimi (cenejsimi) posegl, pri ¢e-
mer je konéni rezultat enak all primerljiv. Tako

postane tveganje merllo za uflnke vlaganja v
varnost,

After such a representation of an accldent
scenario, the basic parameters for plant logic
modeling are determined. An accident scenario In
the real world is defined by the triplet of real
system parameters as a system - component
devlation, process varlable deviation and system
node effect. Namely, the fallure mode of the
relevant component generates a devlation on one
or more process variables at szome particular
points (nodes) of the plant. On the other hand,
the triplet of safety plant mods! control polnts,
or let us say modeling start points, I1s given by
the Initlating events, top events and undesired
events. When we are carrving out a HAZOP
study, we deal mainly with the first mentioned
triplets, trying to discover for the given process
variable deviation the cause (system - component
deviation) and the consequences of devlation
(systemn node effect). For the purpose of plant
modeling, it I= necessary to determine, by the
selectlon process, the definitive number of plant
modellng start points (fnitiating events and
consequently top events and undesired events).

The initiating events are those events, which
explicitly challenge the varlation of system phy-
sical or chemical parameters. The specific initial
list of initiating events can be made from the
feasible cause of a process parameter devlation
heading of the HAZOFP form table.

The top events essentially represent the
failure of protective measures. These protective
measures or functions are performed by the
control system, specific standby and protective
system, and by specific operator action on the
bazis of emergency procedure. The initial list
of top events can be drawn from the existing
protective measures heading of HAZOP table.

Finally, the undesired event represents the
accident scenarle issue with undesired con-
sequences. Generally, undesired event categories
are: alr pollution, water and earth pollution,
explosion, fire, destroyved equipment, product low
quality etc. The initial list of undesired events
can be drawn from the consequences heading
of HAZOP table,

The aim of this process is to develop logic
models, event trees and fault trees for example,
which are later to be evaluated and interpreted for
an exsisting or planned real system.

The effective declslon-making on risk re-
duction is possible after the hazard Identification
and plant logic model elaboration. The considerati-
on of risk reduction cost can show that the same
result could be reached by few large or by more
minor Interventions. Obvlously, the cost-beneflt
ratlo of Investment Into safety can be determined
by risk reduction price.
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6. PRIMER STUDLIE HAZOP IN DEFINIRANJE
1ZHODISC ZA LOGICNO MODELIRANIE
POSTROJENJA

WV tem delu ¢lanka Zelimo na primeru Studije
HAZOF za Colorjevo sintezo smol iz Medvod pred-
staviti uporabo opisane metodologije. Na sliki 3 je
prikazan del procesa z reaktorjem in hladilnikom
termalnega olja. ki je namenjen za vzdrievanje Zze-
lene temperature v reaktorju. Sinteza v reaktorju
Je krmiljena In ne regulirana, kar poment, da so
vzortenja med procesom in korekturo pri krmilje-
nju procesa roéna.

Pri projektu za Colorjevo sintezo smol smo
uporablll kombinacljo obeh omenjenlh natlnov za
izdelavo HAZOP, saj je v tovarni usposobljena
strokovna ekipa za vedenje In vzdrevanje stare
sinteze, ki jo je sicer unléll potar februarja 1990,
Ia lzvedbo nove sinteze je skrbela Investicljska
skupina, projekte pa je izdelal neodvisnl zunanji
projektant.

6. 1 Izdelava &tudlje HAZOFP

Zbiranje za varnost pomembnih informacij je
oznovna naloga HAZOP, od katere je odvisna ka-
kovost razlskave.

V delovnih razgovorih =0 sodelovali naslednji
profill strokovnjakov:

— vodja Investicljskega projekta,

— tehnolog,

— vodja ohrata,

— projektanti tehnologije in instalacij,

= razvojnl inZenir,

— nadzornl InZenir,

= dobavitelj opreme,

— ekolog,

Da bi zagotovili sistemati¢nost dela in popol-
nost analize, smo poprej lzdelall pregled vseh teh-
nolodkih funkcij (tehnoloske komponente in tehno-
lozkl procesl) In ocenill pomembnost odstopanja
procesnlh parametrov za varnost In  delovanje
obrata. Po takem pregledu smo prislli do seznama
komponent In procesov, v katerlh smo odstopanja
anallzirall.

Znatilnost obrata sinteze smole v Colorju je
ta, da proces ni kontinuiren. Proces poteka v &ti-
rih fazah: polnjenje reaktorja, segrevanje do po-
trebne temperature in odvajanja reakcijske vode,
pretakanje v razredéevalno posodo, razredéevanje
in hlajenje oz. segrevanje v razredéevalni posodi.
V obratu sinteze je postavljenih Sest reaktorskih
linij, ki se bistveno ne razlikujejo. Analizo
HAZOP smo opravili za eno linijo, in sicer tako,
da vsebuje vse elemente, ki se pojavljajo v vsem
obratu.

6. EXAMPLE OF HAZOP ANALYSIS AND
DETERMINATION OF STARTING POINTS
FOR PLANT LOGIC MODELING

The second part of the paper deals with the
HAZOP analysis of the Color Medvode resin syn-
thesis. Through an example, the use of described
methodology will be shown. The part of the tech-
nological process with the reactor and thermal oll
heat exchanger is shown In Fig. 1. The heat ex-
changer 1s used for temperature control In the
reactor. Synthesls process Is not automatically
controlled. Some manual corrections of tempera-
ture on the basls of sampling are required.

The HAZOP 1s performed by using the two
mentioned approaches In combination. There is a
teamn of experts for process managing and mainte-
nance of » Old Synthesis «, destroyed In a fire In
february 1990, The design of =New Synthesis«
was performed by an outdoor designer. The
building was managed by the Color Investment
team.

fi. 1| HAZOP Performance

Collection of safety related information is the
basic task, which influences the further gquality
of analysls. In working sesslons the following
profiles of experts were Involved:

— head of Investment project,

— technologlst,

— works manager,

— designers of technology and Installations

= R & D engineer,

= superintendent,

— plant vendor,

— ecologist.

The preliminary revision was performed in
the form of tables of all technolegical functions
(components and processes) and the Importances
of process parameter deviations for plant safety
and operability were estimated. On the basis of
this review the list of components and processes
was defined for further analysis. This helped us
to work systematically and to complete the
analysis.

The characteristic of resin synthesis produc-
tion In Color 1s batch process, which is composed
of four phases: reactor charging, heating and ma-
intenance of required temperature profile with
simultaneous evaporation of reaction water, pour-
ing from reactor to vessel for resin dilution and
resin cooling. There are six production lines In
the plant. The differences between them are not
essential, so we have chosen one which Includes
all of the elements appearing In other reactor
lines,
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Sl. 3. Sinteza smol Color Medvode: reaktor s sistemom za vzdrZevanje temperaturnega profila.
Fig. 3. Color Medvode resin synthesis: reactor with temperature profile maintenance system.
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6. 2 Preglednlca HAZOP

Uporabljali smo preglednice HAZOP ki so v
anallzah pogoste. Na sllkl 1 je za del obrata sinteze
prikazan lzsek Iz preglednice HAZOP. Glava pre-
glednice vsebuje:

= vodilno besedo,

— odstopanje procesnih spremenljivk (kemij-
skih in fizikalnih),

— mogote vzroke, ki povzrotajo odstopanja,

— posledice.

= zagtitna dejanja (varnostne funkcije regu-
lacije, varnostne sisteme In zastitne ukrepe itn.},

— dodatna potrebna dejanja za dodatno all bolj
utinkovito zasélto,

— opombo, komentar,

— glavnl dogodek, zafetnl dogodek, neZelenl
dogodek (definiranje izhodi3¢ za modeliranje obrata
z leglénimi modell ).

Preglednico Izpolnjujemo tako, da za razlltna
odstopanja procesnih spremenljivk pol&temo vzro-
ke In posledice, ugotovimo, Kje so odstopanja, raz-
poznamo sedanjo zaftlto (avtomati®na all rofnal,
predlagamo dodatno (ali bolj uéinkovite) zadéito.
Uporaba vodilnih besed zmanjfa verjetnost, da bi
kakino odstopanje lzpustill. V stolpcu »Glavni do-
godek — Zatetnl dogodek — NeZelenl dogodeks« pa
skugamo ureditl odstopanja oziroma dogodke, ki jih
povzrotijo (po kriteriju podobnih posledic v tehno-
loZkem obratu all v okolju ter po kriteriju podobnih
odzivov zad&itnih funkelj obrata). Tako si vnaprej
dolotimo &tevilo dreves okvar, ki naj bl bill logiéni
modell za skupine nezgodnih scenarijev. Doloitev
t.im. Izhodifénih tofk za modeliranje je zelo po-
membna, ker pridemo take do strnjene mnoZice
informaclj In spoznanj, pridobljenih pri lzvajanju
HAZOP.

f. 3 Matrika vzrokl — posledice

Pri izpolnjevanju zadnjega stolpca v pregledni-
cl HAZOFP smo sl pomagall z matriko posledic in
vzrokov (sl. 2). Tej matriki smo dedall e zadéito
glede na posledice In vzroke. Matriki smo dodall
kazalce, in sicer za vaako skupino vzrokov oziroma
posledic nezgode. Elementl matrike so jezikovne
spremenljivke, s katerimi dolo¢imo moznost, da se
doloten dogodek (vzrok) razvije v posledico. Raz-
vrstill smo jih v pet kategorij, ki jim dodelimo
naslednje obsege verjetnosti:

VH — zelo velika verjetnost : 0.9 < Pivh)
H = velika verjetnost: 06 < Pth) <09
M — srednja verjetnost: 03 < Pim) <06
L = majhna verjetnost: 0.1 < P(1) =03

VL — zelo majhna verjetnost: 0.0 < P (vl) < 0,1

fi. 2 HAZOP form

The used HAZOP form I8 quite frequent in
hazard analysis. In Fig. 1 is shown the Filled
HAZOP form for the part of resin synthesis. The
HAZOF form contalns the following headings:

— key words,

— devlations of process parameters (chemical,
physical),

— possible causes of deviations,

= Indications of deviatlons,

— CONSeqUEences,

— exlisting protections (process control safety

functions, =zafety systems and protection measu-
res, and other),

— additional protection which is required for
supplementary or more effective safeguard,

— comments,

— top event - Initlating event - undesired
event (determination of starting points for plant
modeling by logics).

The form Is filled in such a manner that, for
different process parameter deviations, the possible
causes and consequences are found. Deviation In-
dicators are Identified as well as the existing pro-
tectlon measures (automatic or manual)l against
causes or consequences. At the end additional pro-
tective measures are suggested. The use of the key
words decreases the possibllity of omitting some
process deviations. The top event heading is used
for classification of events which are caused by
the process deviations. The classification criterion
iz slmilar to consequences and protective measures
against consequences. This |ls one way (the other
Is escape path of hazardous materlal) to determine
the number of fault trees and number of accldent
scenarios. Determination of modeling starting
points Is very important because In this manner
the condensed =et of information and knowledge
will be reached, which is gained through HAZOP
analysis.

fi. 3 Cause - Consequence Matrix

The filling of the last coloumn In the HAZOF
form Is supported by cause - consequence matrix
(Fig. 2). The protection measures on levels of
cause and consequence are added. The indicators
of cause events and consequence events are also
assoclated to each set of these events In the
matrix. Matrix elements are linguistic variables,
by which the possibility that the cause event will
develop to a consequence event Is determined. Five
catepories of linguistic variables, defined by the

following extent of probability, are distinguished:

VH - very high probability: 0.9 < Plvh)
H - high probability: 0.6 < P(h) <0.9
M - medium probability: 0.3 < Plm) < 0.6
L — low probability: 0.1 < P(1) <0.3
VL - very low probability: 0.0 < Pivl) < 0.1
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Uporaba t.im. algebre mehkih mnoZic omogo-
¢a, da vnesemo v model in obdrzimo v lzvirni ob-
likl do konca anallze, Izvedenska mnenja ozlroma

ohratovalne izku&nje.
f_4 Izhodl&éne totke za logléno modellran)e

Prl lzdelavl matrike smo Informaclje 1z pre-
glednice predstavill take, da so e razvidne Izho-
di%éne totke za logiéno modeliranje. Seznam Izho-
dizénih toék jo naslednji:

Skupine zafetnih dopodkav:

= izpad kotlovnlce, zamasitev cevl termalne-
ga olja, neprehodnost cevl termalnega olja zaradi
odpovedi zapornih organov, odpoved crpalke ter-
malnega ol ja,

— zlom cevovoda all kompenzatorjev termal-
nega olja,

— pokanje spiralne cevl termalnega olja v
reaktor ju, pustanje olja skozi mikro razpoke,

= pokanje cevi v hladilniku termalnega ol ja,

— odpoved elektri¢nega napajanja,

— lzguba hladilne tekoéine (hladiva)l,

— lzguba zraka za krmiljenje ventllov, na-
paka ratunalnidkega sistema pri krmiljenju ven-
tilov.

Glavnl dogodkl:

— neustrezen odziv sklopa sistemov za krmi-
ljenje In varovanje prolzvadnega procesa na odsto-
panja v tehnoloZkem sistemu. (Sistem za krmilje-
nje In zaitito sestavljajo: ratunalnidkl sistem, sli-
stem Indikaclje stanja procesa In Komponent ter
protenja alarmov, sistem za krmiljenje ventilav in
sistem komprimiranega zraka, éloveskl dejavniki,
postopki za ukrepanje v sili);

= odpoved slstema za sproZitev alarma In
drenaZo termalnega olja iz cevi (prva in druga fa-
za);

= slstem za odpadne tehnolo&ke vode ne oprav-
lja svoje funkcije: ne preprecuje lztoka olja ali
drugih 2kodljivih snovi v okolje;

Posledice:

— ustavitev procesa,

— lzliv polnitve,

— poslahzanje kakovosti izdelka in podal j#anje
procesa proizvodnje,

= razlitje termalnega ol ja,

— potar, eksplozija,

— vdor termalnega olja v hladivo.

Naslednjl korak je logiéno modeliranje nezgod-
nih scenarijev z uporabo drevesa dogodkov in dre-
vesa okvar. Ta dejavnost pa je Ze zunaj obsega
razZpoznavanja nevarnosti.

The use of fuzzy sets algebra enables us to
Incorporate the expert knowledge and operating
experience into the plant model and to keep It In
source form to the end of analysis.

6. 4 Starting Polnts for Logle Modeling

The gained knowledge from HAZOP form is
represented in the matrix in such a manner that
the modeling starting peints are evident. The list
of starting points follows.

Setz of Initiating events:

— thermal oil boeller failure, thermal oil
pipe plugging, Impassability of thermal oll pipe
because of wvalve failure, thermal ofl pump
failure;

= thermal oll pipeline or expansion joint
break;

— reactor spiral plpe of thermal oll break,
thermal oll leakage through the micro cracks.

— plpe break of thermal oll heat exchanger;

— electrical supply fallure;

— loss of cooling water;

— loss of Instrument air, computer system
fault in valve control.

Top events:

— unsultable response of control and safety
systems of production process occurs when some
deviation has occured. (Control and protection
system complex consists of: process computer
system, system for process and component state
indication and annunciator actuation, system for
valve position control and system of instrument
alr, human factor, emergency procedures).

— systems for alarm actuation and thermal
oll draining (phase | and 1) fallure;

= gystem for waste technological water does
not perform its function;

= prevention of oll or some other toxic
material outflow to environment

Consequence categorles:

— process shutdown,

— production loss,

= low product quality
production process,

— thermal oil spilling out,

— fire, explosion,

= thermal oil irruption into cooling water.

and prolonging of

The next step Is logic modeling of accident or
translent by means of event tree and fault tree.
It Is out of the scope of hazard ldentification and
we call it HAZard ANalvsis (HAZAN).
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6.5 Povzetek ugotovitev Iz preglednice HAZOP 6.5 Concluslons Resumed from HAZOP form

V nadal jevanju povzernamo po nasl oceni naj-
bolj neugodne poteke, ki lahko pripeljejo do emisije
nevarnih snovi v okolje, do 3kede na obratu In
proizvednjl, do manj uéinkovitega procesa all do
poslah%anja kakovostl 1zdelka.

1. Temperaturni oki v hladilniku
termalnega olja In moZnost pokanja cevi
Z Izlitjemn termalnega olja.

Hladilnik termalnega olja je Ze v normalnem
izdelovalnem procesu izpostavljen ciklicnim toplot-
nim obremenitvam. V primeru izgube hladiva in
ponovne napolnitve je ta temperaturni &ok &e
ostre)sl. Poleg tega se prl tem na zafetku prehod-
nega pojava razvija vecja kolicina pare, ki tlatno
obremenjuje posodo. MNacrtovana regulacija nima
zasCitne funkcije, ki bl omilila ostre temperaturne
prehodne pojave. Priporotili smo, da se pri regula-
ciji ventilov na oljnl in vedni strani veradi zakas-
nilnl ¢len. ki bl upotasnil odpiranje ventilov in za-
gotovil najprej odpiranje vodnega ventila in 3ele
potem ol jnega.

2. Mikro puscanje termalnega olja iz
grelnith cevi v toplotno Izolacljo

Prav take so cikli¢nim termiénim obreme-
nitvam izpostavljene tudi grelne cevi okrog reak-
torja. Poleg tega je dolfina zvarov Izredno velika.
V njih so lahko zaostale napetosti. Vse to povetuje
verjetnost pojava mikro razpok v ceveh In zvarih,
Pravofasna Indikacija mikro pui¢anja nas lahko
opozori na prisotno nevarnost. Predlagali smo, da
se razidte mo2nost za vgradnjo sistema za sporo-
¢anje pustanja, ki bl deloval po nafelu merjenja
spremembe elektriénega upora toplotne izolacije.
MNevarnost poara je manjia ob vzdr®evanju Inertne
atmosfere v toplotni izolac ji.

3. Izguba poinitve zaradi strjevanja ali
poslabfanje kakovosti poloiive zaradi napake v
ratunalnisdkem vodenju in slabi usposobljenosii

operaterjev

Ce odpove racunalnik all se prekine ratunal-
nizko vodenje, je treba zagotoviti varno nadal jeva-
nje procesa all njegovo varno ustavitev. Za uspesen
prehod na roéno upravljanje mora bltl osebje sin-
teze ustrezno usposobljeno. Osebje pri tem upo-
rablja pripravljene postopke In se za ukrepanje v
sill ustrezno url, obfasno pa mora na prelzkus
Znanja.

Listed below are some undesired scenarlos
which can result in emission of hazardous mate-
rial to the environment, damage to production
lines, less effective production process or In de-
crease of product quality:

1. Temperature shocks in thermal oif heat
exchanger and possibility of thermal oll leakage
because of pipe cracks:

Thermal oil heat exchanger In production
process is normally exposed to cyclic thermal
loads. In the case of loss of cooling water and a
while after reestablishing it, there Is a severe
temperature shock. Besldes, a large amount of
steam developed at the beginning of the translent,
additionally pressurizes the heat exchanger. The
designed control system does not include protecti-
ve functions which could mitigate the severe tem-
perature transients. We have recommended to
build up the delay device on oll and water side
valves, which influences the valve opening regi-
me. The valve on the cooling water side will be
opencd first and the thermal oll valve after that.
The speed of valve positlon change should also be
low .

2. Thermal oll micro-eaks from heating
spiral pipes to thermal Isolation

The heating spiral pipes around reactor vessel
are also exposed to cyclic thermal loads. The
length of the welds is substantial. The weld reglon
is exposed to the residual stresses. All of these
factors increase the probability of miero—cracks
developing on pipes and welds. Timely indications
of micre—leaks can warn of an existing hazard.
We suggested the exploration of the possibility of
using the system for leak indication, based on the
measurement of electrical reslstance changes of
thermal lsolation. The malntenance of inert atmo-
gphere In thermal isolation decreases the fire
hazard.

3. Loss of reactor charge because of
solidification or low quality caused by computer
control faults and poor operator tralning

In the case of computer failure or an event
which causes the loss of computer control, it Is
required to provide safe prolongation of process or
safe shutdown. Successful transition to manual
control 1s assured by adequate tralning of plant
personnel. The plant personnel use the emergency
procedures and prepare for such situations by
retraining and periodic knowledge and skill
testing.
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7. SKLEP

Studije tveganja v procesnl Industriji so se
pokazale korlstne predvsem na dveh ravneh upora-
be. Ob lzdelavl celotne raziskave tveganja je mo-
gote nadzorovatl varnost na podlagl zamisli o ce-
lotnem tveganju z optimizacijo strofkov In sred-
stev, potrebnih za izboljganje varnosti. Ze izdela-
va studlje HAZOP pomaga pri nadzorovanju obra-
tovalne varnostl In prepretevanju nezgod brez
nadrobne analize posledic.

Studija HAZOP sinteze smol za Color 1z Med-
vl je prvi primer raziskav tveganja v procesnl
Industrijl v Sloveniji.

lzdelava HAZOP je omogoflla razpoznavanje
vzrokov, njihove posledice In zagtitne ukrepe. To so
dogodkl, ki definirajo nezgodno zaporedje dogodkov.
S konstrukcljo matrike (vzrokl — posledice) smo
nadalje strnili vsebino preglednic HAZOP in s tem
olajsall definiranje izhodidtnih totk (zatetnl, glav-
ni, nefeleni dogodkl) za logiéno modeliranje nezgod.
Prav tako smo z uporabo mehke verjetnost! defini-
rall razmerje med vzroki in posledicami ter s tem
omogotill uporabo te verjetnosti pri vrednotenju.

V &tudlji smo razpoznall verjetna Kriti¢na
mesta in opozorill na mogote ¢lovekove napake kot
vire nevarnostl. Predlagall smo modifikacije opre-
me in priporo¢ili izbol jtave sedanjih oziroma izde-
lave novih obratovalnih navedil, navodila za po-
stopke v slll in preventivno vzdrievanje.

Prav tako smo 2 Investitor jem dosegll soglasje
glede rezultatov studije HAZOF In 2e dosefene
ravnl varnostl, ki je vigja kakor v »starl sintezi«,
Vecino Identificiranih kritiénlth mest, posebej na
podroéju lzdelave navodil za postopke v sili ter na-
vodil za preventivno vzdrZevanje, je skupina Co-
lorjevih strokovnjakov takoj zafela obravnavatl.

Nadaljnje faze Studije bl z uporabo verjetnost=
nega modela pripeljale tudl do kolikostne ocene
tveganja okolja in prebivalstva. Konéna faza anali-
ze bi bilo nadzorovanje in upravljanje tveganja, ki
bi temeljilo na logi¢nih in odlotitvenih modelih.
Celotna analiza tveganja omogota ne samo raclo-
nalno in uéinkovito ravnanje pri zagotavljanju
varnosti, temvet tudi povetuje razpoloffjivest
tehnoloskega postrojenja.

7. CONCLUSION

The risk analysis In the process Industry
showed Its usefullness on two levels of use. The
first Is risk management on the basis of total risk
concept, Including the cost-benefit analysis of
Investment In risk analysls and safety Improve-
ments. The second is system analysis which helps
us improve the operational safety and decreases
the possibility of undesired consequences because
of an accident without detalled consequence ana-
lysis. The HAZOP analysis supports this level to
20me extent.

The HAZOFP study of resin synthesis for Co-
lor Medvode is the first case of risk investigation
in the process industry in Slovenia.

HAZOFP analysis enabled us to identify the
causes, consequences and protective measures.
By construction of the cause - consequence mat-
rix, the contents of HAZOP form are condensed
and In this manner make easier the definition of
accident logic modeling starting points (initiating
events, protective measures, undesired events).
The relationship between the causes and conse-
quences Is defined by using the fuzzy probability
(concept of possibllity) on the basls of operational
experlence and expert knowledge. It enabled the
use of the possibility concept In the quantitative
evaluation.

The potential critical components and actions,
possible human errors as hazard sources were
identified and improvements were recommended.
Some modifications and Improvements of equip-
ment, the operating procedures elaboration, emer-
gency procedures elaboration and preventive
malntenance elaboration were suggested.

An agreement with the®investor concerning
HAZOP study results and achlved level of safety,
which Is higher than In the »0ld Synthesis «,
was reached. Most of the identified critical parts,
especlally in the field of emergency procedures
and preventive maintenance, the Color experts
started to react Immediately.

Further phase of the study would be to use
probabilistic models, carrying out quantitative
estimatlon of environmental and soclal risk.
This final phase of the analysis would be the risk
management system which Is based on the logical
and decision models. Complete analysis of risk
enables rational and effective safety management
and Increases technologic system availability.
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